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Motivation: Adaptors for Automata Learning & Testing

High-Level
Learning Algorithm

Used for example in papers learning...
Y X USB/Smartcard readers, (D)TLS, SSH,
Wi-Fi, ...
% Adaptor R = Smaller Models!
0] /
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Black Box System
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Motivation: Adaptors for Automata Learning & Testing

High-Level
Learning Algorithm

Used for example in papers learning...
Y X USB/Smartcard readers, (D)TLS, SSH,
Wi-Fi, ...
% Adaptor R = Smaller Models!
Goal: Formal theory for adaptors for Mealy
0 / machines
= Action Codes

= Works for general (sometimes
Low-Level deterministic) LTSs!

Black Box System
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Contributions

AA6D69COF8F ® Formal definition of Action Code
2GE7J11A2)2 , : . -
C3FDE9 26 ® Abstraction operator with left and right adjoint
5 1% %9 8 ® Works for general LTSs ... best of

D B G & deterministic systems both worlds!

® Compositionality: multiple layers

of abstraction In the paper, click

«— on the icon to see

* Formal Proofs in Coq the coq formalization!

tinyurl.com/icalp23

® Pseudo-Code for the adaptor implementing an action code


https://gitlab.science.ru.nl/twissmann/action-codes-coq
https://tinyurl.com/icalp23
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Definition: labelled transition systems LTS(A)

. M
Tuple M = (Q, g9, =) consisting of e~ “eYa
® 3 set Q of states a lb
® an initial state gg € @ ®

® 3 transition relation - € Q X A X @


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.LTS.html#LTS
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Definition: labelled transition systems LTS(A)
Tuple M = (Q, qo, —) consisting of

® 3 set Q of states

® an initial state gg € Q

® 3 transition relation - € Q X A X @

Mealy machines = LTSs for A:= /X O

Input from |/ Output from O

4

i/O I
q—™¢q
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Definition: labelled transition systems LTS(A)
Tuple M = (Q, qo, —) consisting of

® 3 set Q of states

® an initial state gg € Q

® a transition relation - € Q@ X AX Q

Mealy machines = LTSs for A:= /X O

Input from |/ Output from O

4

i/O I
q—™¢q

Definition: Simulation M £ A in LTS(A)
Relation S ¢ @' x @ such that (qéw, qé\[) € S and
(g,p)€ES&qg>qdinM = FpSpinNwith (d,p)eS

= How to compare LTSs of different alphabets A, B?

| Thorsten Wissmann
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Central Definition

A Code R B

high-level symbols

4 J9DFAAB2 low-level symbols ayapasra, = b
AAB99GE22E deal,  2b
g% BéﬁgDB 33,3, 2b
G1lJGEJ31
G 3

D446


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.CodeMap.html#Code
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Codes

Central Definition

A Code R B

4 JODFAAB?2 low-level symbols ajazaz:ra, = b high-level symbols
AAB99GE22E aya, b

G39BA48D BTN
CO6EF1F499B ez
G1JGEJ31
G 8 63 Definition: Action code R from A to B

9 & Partial map R: B — A" which is prefix-free, i.e.
R(b1) < R(by) = by =by Vb, b €B (p)

‘prefix of " relation on words
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Codes

Central Definition

A Code R B

4 JODFAAB?2 low-level symbols ajaas--+ra, = b high-level symbols
AAB99GE22E aya, b

G39BA48D BTN
C6EF1F499B d1d27 3
GlJGFJ31
G J[G) 463 Definition: Action code R from A to B

9 & Partial map R: B — A" which is prefix-free, i.e.
R(b1) < R(by) = by =by Vb, b €B (p)

‘prefix of " relation on words
Reasonable properties for deterministic systems:
—: at most one low-level representation
A" low-level representation is non-empty

(p) prefix-freeness allows deterministic decoding


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.CodeMap.html#Code
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Theorem: Characterization

Action codes as — tree-shaped deterministic LTS(A)
prefix-free R: B — A" with leaves labelled in B

v

( J switch_on/ switch_on/

rea:I/ wAwater
dd_water/
& -
[ =/ need_beans
Coffg espresso e,bé
<
. ) °.

[y

,@‘ dd_beans/
tray_full
4] \s D> Q/ 0 iz /N
/o " N
o o [ ) Xremove_waste/
ready
5/ 5 1\4 \1

Cof’fe espresso =/
coffee \CSPresso coffe espresso

\\1/12/1 @/294/2 Q/3g/3


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.TreeShapedCode.html#MapToTree
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Contraction/Abstraction in LTSs

Definition: abstraction arz: LTS(A) — LTS(B) n
For an action code R: B — A™: MG ® (]
Transition g LN q in agr(M) 1 R:B— A"
= A={o0,...,7}
Run gq GRS q in M R g(zM){Pi’ j}l5
R(a) = 141
T
e
!
@Q+——©0


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Contraction.html#contraction
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Adaptor.html#contraction_preserves_determinism
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Contraction.html#contraction_monotone
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Contraction/Abstraction in LTSs

Definition: abstraction arz: LTS(A) — LTS(B) u
For an action code R: B — A™: HG® P
b AN
Transition ¢ — ¢@' in ar (M) R:B = A*
- A=1{0,...,7}
R(b) . (0 =
Y R
R(a) = 141
Theorem L,
The contraction operator az:LTS(A) — LTS(B) -0 = , o
® preserves determinism at
® is monotone w.r.t. simulation order C
o+——©0


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Contraction.html#contraction
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Adaptor.html#contraction_preserves_determinism
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Contraction.html#contraction_monotone
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Construction in the other way?

: b
Trivial refinement: replace every transition g — g inN e LTS(B)
R(b
with a run g — .(..)_) q'.
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Construction in the other way?

. b
Trivial refinement: replace every transition g — g inN e LTS(B)

R(b
with a run g — .(..)_, q'.

Construction LTS(B) — LTS(A) for A= {0,...,7} and B = {b,c}

2% R(b) =142
C\‘. R(c) =143

_p.
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Construction in the other way?

. b
Trivial refinement: replace every transition g — g inN e LTS(B)

R(b
with a run g — .(..)_, q'.

Construction LTS(B) — LTS(A) for A= {0,...,7} and B = {b,c}
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| trivial refinement> .1/70/'
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Construction in the other way?

. b
Trivial refinement: replace every transition g — g inN e LTS(B)

R(b
with a run g — .(..)_, q'.

Construction LTS(B) — LTS(A) for A= {0,...,7} and B = {b,c}

4 _e’+®
_trivial refinement .1/../'. does not preserve
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Construction in the other way?

. b
Trivial refinement: replace every transition g — g inN e LTS(B)

R(b
with a run g — .(..)_, q'.

Construction LTS(B) — LTS(A) for A= {0,...,7} and B = {b,c}

./V
_trivial refinement 1,9~ does not preserve
; sy >0=—J "
1 29— determinism @
o

2% R(b) =142
C\‘. R(c) =143 °

_p.

| y s>e-re—re@

2/v
our refinement 3\A
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a Refinement o :
~ Refnenent vs, _, @)—— @~ @D__
~. R(b)=142 S
C
QO <o @

Definition: oz:LTS(B) — LTS(A)

For N = (Q, gg, —) in LTS(B), define o (N) by:
® States: Q:={(q,w) € Qx A" |w=¢cor(q 5 and w< R(b))}
® Initial: (qo,¢)

® Transitions:
{(g,w) > (q,wa) | (q,wa) € QYU {(q,w) > (d') | ¢ > ¢, R(b) = wa)

Theorem: for R: B — A”, refinement or:LTS(B) — LTS(A)
® preserves determinism

® is monotone w.r.t. simulation order E


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Refinement.html#refinement_preserves_determinism
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Refinement.html#refinement_monotone
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High-level NV € LTS(B)

and code R: B — A"

Refinement o (N) € LTS(A)

Add as few transitions as necessary
for representing \'s transitions

| Thorsten Wissmann



https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Refinement.html#refinement
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Refinement.html#refinement_galois_forward
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Concretization.html#concretization
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Concretization.html#concretization_galois_connection_lts
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High-level NV € LTS(B)

and code R: B — A"

Refinement o (N) € LTS(A)

Add as few transitions as necessary
for representing \'s transitions

Theorem: Galois connection o - «

If R: B — A" is defined for all actions in
N € LTS(B) and M € LTS(A) is
deterministic, then:

orR(IN)EM — NEar(M)
in LTS(A) in LTS(B)

| Thorsten Wissmann
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High-level NV € LTS(B)
and code R: B — A"

Refinement oz (N') € LTS(A) Concretization vz (N') € LTS(A)
Add as few transitions as necessary E  Accumulate prefix € A* while in R,
for representing N’s transitions otherwise go to sink-state

Theorem: Galois connection o - «

If R: B — A" is defined for all actions in
N € LTS(B) and M € LTS(A) is
deterministic, then:

orR(IN)EM — NEar(M)
in LTS(A) in LTS(B)
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High-level NV € LTS(B)
and code R: B — A"

Refinement oz (N') € LTS(A) Concretization vz (N') € LTS(A)

Add as few transitions as necessary E  Accumulate prefix € A* while in R,

for representing N’s transitions otherwise go to sink-state

Theorem: Galois connection o - « Theorem: Galois connection o — 7

If R: B — A" is defined for all actions in For all N € LTS(B), M € LTS(A):

N € LTS(B) and M € LTS(A) is

deterministic, then: ar(M)EN &= MEr(N)
in LTS(B) in LTS(A)

oRWN)EM = NEar(M) (+ versions for various

in LTS(A) in LTS(B) degrees of determinism)


https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Refinement.html#refinement
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Refinement.html#refinement_galois_forward
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Concretization.html#concretization
https://thorsten-wissmann.de/archive/action-codes-icalp23/ActionCodes.Concretization.html#concretization_galois_connection_lts
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For deterministic Mealy machines:

High-Level . +
é%? Learning Algorithm R:XXY = (/x0)
B A
Y X

Theorem: Adaptor Algorithm

If R determinate and has a strategy for every input X,
@Jl Adaptor R then:

0 | Adaptor behaves like ar (M)

Output-Deterministic
Low-Level

Black Box System
M e LTS(I x O)
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High-Level
Learning Algorithm

% X
) Adaptor R
(0) /

Output-Deterministic
Low-Level

Black Box System
M € LTS(I x O)
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For deterministic Mealy machines:

R:XxY = (Ix0)"
B A

Theorem: Adaptor Algorithm

If R determinate and has a strategy for every input X,
then:

Adaptor behaves like ar (M)

Recipe: Learning
= Apply learning algorithm to adaptor's interface
= Yields a high-level model N' = ag (M) e rsixxv)

= Bounds for the unknown M:

orR(N) E M E r(N)
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Action Code

R:B— A"
from A to B

+—— 0 JuswsulRy

(LTS(B),c) “High Level”

1
Abstraction agr —
1
+— L uonjeziaiouo)

(LTS(A),E) “Low Level”
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(LTS(C),E) “Even Higher Level”

Action Code
S:C-B" & = S —|
from B to C

L —

(LTS(B),c) “High Level”

Action Code

R:B— A"
from A to B

+—— 20 juswsulRy
1
Abstraction agr
1
+— AL uonezizLaouo) —

(LTS(A),E) “Low Level”
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Kleisli-Composition:
Action Code

from A to C:
R*S:C— A"

Refinement

Action Code
S:C—- B
from B to C

Action Code
R:B— A"
from A to B

Galois

Adaptors Composition | Thorsten Wissmann |

(LTS(C),E) “Even Higher Level”

S0

+—— 0 JuswsulRy

— SL—

(LTS(B),c) “High Level”

1
Abstraction agr
1
+— AL uonezizLaouo) —

(LTS(A),E) “Low Level”
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Kleisli-Composition:
Action Code
from A to C:

R*x8:C—A"

Refinement

Action Code
S:C—- B
from B to C

Action Code

R:B— A"
from A to B

Galois

S¥Uj———
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(LTS(C),E)

S0
1

+—— 0 JuswsulRy

“Even Higher Level”

as
L

— SL—

(LTS(B)/ &) “High Level”

Abstraction agr
4
+— AL uonezizLaouo) —

(LTS(A),E) “Low Level”
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Conclusions

High-Level

Learning Algorithm ® Formal definition of Action Code
® Adjoint Operators for upper / lower bounds in

y X learning
® Works for general LTSs ... best of

& deterministic systems both worlds!
% Adaptor R i .

® Compositionality

0 | ® Formal Proofs in Coq tinyurl.com/icalp23

= Apply it in automata learning & testing!

Low-Level

Black Box System

Questions? Comments? Suggestions?



https://gitlab.science.ru.nl/twissmann/action-codes-coq
https://tinyurl.com/icalp23
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B Vaandrager, Frits, Thorsten WiBmann. “Action Codes".

E Vaandrager, Frits, Thorsten WiBmann. Action Codes — Coq Formalization.


https://doi.org/10.4230/LIPIcs.ICALP.2023.137
https://gitlab.science.ru.nl/twissmann/action-codes-coq
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